Insights
Steps to Mitigate Remediation addresses current risks;
S rea d < h eet Best practices reduce future exposure

P SEVERAL HUNDRED MILLION copies of Microsoft Excel are in use
R I S kS worldwide, and it’s easy to understand why spreadsheets enjoy immense

popularity within corporations. Spreadsheets can be designed to analyze

data, log and track information, evaluate “what if” scenarios, and perform
calculations for financial reporting purposes. These spreadsheets are
often used by organizational leadership to assess the performance of the
organization and develop strategic planning, and used by management in
the performance of various internal control activities. User-defined formulas,
macros and other options provide further opportunities for individuals to

customize spreadsheet functions. This functionality allows the flexibility
needed for people to perform their job duties efficiently.

Unfortunately, those same qualities also present considerable risk when
spreadsheets are used for financial reporting processes. Spreadsheets lack
the embedded data and logical security controls found in other applications.
Proficiency in accounting principles and spreadsheet use varies widely
among individuals, too, fostering inconsistent practices and potentially
incorrect calculations.

In a typical small or mid-size organization, hundreds of spreadsheets may
be incorporated into planning and reporting processes. Financial reporting
period closings can take much longer due to the effort required to verify
or correct all of that spreadsheet-generated data. Consequently, closing
delays and opportunities for inaccuracies also jeopardize the effectiveness
of internal controls and, potentially, compliance with Section 404 of the
Sarbanes-Oxley Act for public companies. Stakeholder expectations for
enhanced accuracy and effective internal controls require confronting and
mitigating potential risks. That entails addressing present spreadsheet use,
taking appropriate remedial action and implementing best practices to
continually reduce risk potential.

Examine Current Spreadsheet Use

NOT ALL SPREADSHEETS created or used are equal, and organizations
should periodically assess the present spreadsheet reliance exposure.
Assessing spreadsheet risk requires inventorying all spreadsheets used
within the organization. The inventory should determine the:

Purpose for each spreadsheet
Department using each spreadsheet
Source of data input into each spreadsheet
We ave r File location for each spreadsheet
Assurance - Tax - Advisory Individuals who have access to each spreadsheet



Once all spreadsheets have been inventoried, they
should be evaluated for criticality in order to identify
which spreadsheets provide the greatest risk to the
organization. Spreadsheets that support journal entries,
transaction amounts, account balances, disclosures and

other financial reporting elements need to be segregated

from spreadsheets used for management purposes.
Spreadsheets supporting key internal controls, and
thus financially-significant spreadsheets, must also be
called out and assessed for risk potential. The following
risk factors should be included as part of the criticality
assessment:

« Complexity: Spreadsheets deploying complex
calculations, use of macros and formulas, query

language code and/or multiple sources of input present

greater risk potential due to those complex functions.
- Materiality: Spreadsheets used to calculate material
allocations or transactions present a greater risk for
significant errors.
- Frequency of use and updating: Spreadsheets that
are used regularly and frequently updated typically

support crucial financial reporting processes and merit

particular attention.
« Length of use: For data accumulated in spreadsheets
used for a year or longer, an initial error can adversely

affect the data integrity of subsequent entries for months.

« Number of individuals using a spreadsheet: Risk
potential increases with the number of spreadsheet
users, and in particular, with the number of individuals
who can enter data, edit fields, or add or change
formulas.

Each spreadsheet should be evaluated against those
factors and assigned a risk rating of 1to 3, with
1 representing low risk and 3 signifying high risk.

« A spreadsheet used primarily to log information
would rate a risk level of 1.

- A spreadsheet performing simple calculations to
determine values or totals would rate a 2 risk level.

- Spreadsheets containing complex formulas, multiple
functions and multiple sources of input would rate a
risk level of 3.

The criteria used in the criticality assessment should
be formally defined and documented as part of the
assessment in order to ensure that all spreadsheets
are evaluated against the identical criteria.

The criticality level/risk rating will determine the
testing level required for each spreadsheet. A
spreadsheet with a 3 rating, for example, would
require the highest testing level. That testing would
include:

- Validating source input data

- Validating significant calculation accuracy and logic

« User access controls

« Check figures and other items used by the reviewer
to validate the reports

All testing requires documentation on a standard
controls testing template. Organizations can then
devise appropriate remediation measures based on
test results.

Address Remediation Needs

SPREADSHEET USE PRESENTS inherent risks
that can be lessened by reducing the number of
spreadsheets in use. In many instances, existing
report writing applications can gather and present
information, rather than spreadsheets.




Additionally, a report writer may be able to perform some
basic calculations. This would allow the programmed
calculation and report specifications to be tested and
validated once. Then, the report can be used on a
recurring basis.

Data currently residing in some spreadsheets can be
consolidated into secure databases. Converting high-risk
spreadsheets to server-based applications based on Java
or .Net provides automated control, too. Remediation for
remaining spreadsheets should address:

« Change control: To maintain data integrity, any
spreadsheet changes — including changes in formulas,
format and function — need written approval, review and
acceptance. All control activities need to be documented.

» Access control: General IT controls should protect
spreadsheets from unauthorized outside access. Low
risk spreadsheets residing on a local drive require
password protection. High risk and crucial spreadsheets
belong in a secure file server directory. Access privilege
changes require written request and approval.

« Input control: The spreadsheet preparer needs to verify
original source data accuracy. Another individual also
needs to trace inputs back to original source data. Such
reviews should be documented with a tick mark and a
legend that explains what was done.

» Logic inspection: Someone other than the spreadsheet
user should test the formula for correctness. Only one
logic inspection per spreadsheet is required if other
controls are working.

Such remediation steps provide a foundation for implementing
best practices to continually reduce risk potential. Applying
software development life cycle policies to such
spreadsheets provides further oversight.

Implement Best Practices for Spreadsheet Use

BEST PRACTICES ARE proactive measures that reduce
risk potential throughout a spreadsheet’s lifespan. Those
practices begin with properly documenting the creation of
any necessary new spreadsheets.

Each new spreadsheet needs an identification title, the
designer’s name, a description of its functionality, and
explanations for reviews and tick marks. Input data needs
to be segregated on different tabs from computations, and
the spreadsheet must be entered into the inventory by the
internal auditor.

Spreadsheet layouts should have distinct areas for data
input, workings/calculations and output. Assumptions,
flexible inputs and variables should be kept apart from
those areas. Constant values should be entered in only
one place, and each spreadsheet should include a version
tab for tracking changes. Those constant values should
be kept on a separate input sheet with formulas used

to refer to them on other sheets. Check totals and proof
totals that calculate separately should be incorporated
into the spreadsheet’s design, too, with verification for
computations. Cells containing formulas, assumptions and
fixed inputs should be protected with an editor password
to deter logic errors or unauthorized changes.

Such practices promote consistency and enhance data
integrity in documenting, developing and designing

new spreadsheets. That makes it easier to verify and
consolidate spreadsheet data. Using spreadsheet
templates whenever possible minimizes opportunities for
errors or inconsistencies to occur.

Use Templates to Recreate Regular Spreadsheets

TEMPLATES DO NOT require recreating formulas from
month to month and should be used for spreadsheets that
are recreated regularly. Templates should be designed

so the prior month’s data can be easily removed and
replaced with the current month’s data without copying
and pasting information. Formulas or pivot tables should
be used to keep data intact and to create any needed
variance analysis. Detailed information should remain
intact on a separate sheet. Such practices establish sound,
consistent standards for spreadsheet development and
provide a basis for incorporating other best practices for
spreadsheet use.

Incorporate Best Practices for Ongoing
Spreadsheet Use

BEST PRACTICES THAT address ongoing spreadsheet
use further promote accuracy and consistency. Those
factors are crucial, particularly for the use of complex
spreadsheets and check figures. A complex spreadsheet’s
general purpose should be documented on the input
sheet housing all constant values. That documentation
should also describe where the source data originated,
where the output reports are located and how often
reports are generated. Using named ranges such as
salary or sales tax, rather than cell references, provides
additional clarity. That makes it easier for auditors and
other users to understand the spreadsheet’s purpose.

Check figures verify that data copied or input is the same
as the original source data. Check figures also determine
the validity of calculations. A check figures worksheet for
complex spreadsheets should be created on a separate
tab within the Excel workbook.



Keep Spreadsheets Secure

SECURITY CONCERNS ARE another reason for reducing spreadsheet
use. Converting high risk spreadsheets to server-based applications based
on Java or .Net protects data with automated access and modification
controls. Such applications also automatically log all activity. Consolidating
spreadsheet data into secure databases also provides general IT controls
protection for that data.

A variety of security measures should be taken with remaining spreadsheets.
Access to financial reporting spreadsheets should be restricted to the
appropriate financial or accounting personnel. Spreadsheet application
controls should be activated to hide cell data and prevent formula changes.
While low-risk spreadsheets can be saved to a local drive with password
protection, saving files to network drives ensures automatic backup and
coverage within IT recovery plans. Significant historical spreadsheets should
also be archived as “read-only” files.

Review and Refresh Best Practices

MANAGEMENT SHOULD REVIEW check totals within complex
spreadsheets each month. Complex and critical spreadsheets should also
be tested and reviewed regularly by the internal auditor. In addition, the
spreadsheet inventory should be updated and re-rated annually. Various
application controls let individuals limit value ranges, audit formulas and
take other steps to mitigate risk. Periodic training and refresher courses over
spreadsheet usage and controls help individuals retain their focus on best
practices, while discussion groups provide a forum for promoting continuous
improvement.

The Residual Benefits of Examination, Remediation and Best Practices

EXAMINING CURRENT SPREADSHEET use and evaluating the risk
exposure illustrates needs for remediation. Best practices build on those
remediation efforts with proper documentation, providing clear audit
trails. Over time, best practices become habits. That leads to greater
ease in meeting compliance requirements. That enhanced accuracy and
transparency promotes confidence and trust among all stakeholders.

CONTACT US

Alyssa G. Martin, CPA, MBA
Partner-in-Charge

Risk Advisory Services
alyssa.martin@weaver.com

Weaver's risk advisory services are
strategic, executable and measurable—
and our nimble process is designed

to help companies remain optimally
functional as they identify and manage
risk. We work closely with our clients
to customize services that fit their
existing staff structure and operations.
Integral to this sensitive work, we
believe our communication skills are as
valuable as our technical knowledge
and professional insight. You will
experience thoughtful, purposeful
communication throughout the
process. Specific services we provide
include:

Business continuity planning
Business process improvement
Contract monitoring and compliance
Enterprise risk management

Internal audit

Internal control evaluation
Integrated financial and IT audit
Performance audit and measurement
Regulatory compliance

Risk assessment

Sarbanes-Oxley compliance

Disclaimer: This content is general in nature
and is not intended to serve as accounting,
legal or other professional services advice.
Weaver assumes no responsibility for the
reader’s reliance on this information. Before
implementing any of the ideas contained in
this publication, readers should consult with
a professional advisor to determine whether
the ideas apply to their unique
circumstances.
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