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• Administrative Access
• Segregation of Duties
• Terminated Employee Access
• Change Management
• Passwords
• Phishing

Top IT Risks



Administrative Access



• Administrators have keys to the kingdom
• Unmonitored access to perform changes –

data and configurations
• Business users with admin access create a 

segregation of duties conflict

Administrative Access



• Administrator access at all layers matter –
application, database, and operating 
system 

• Ensure that access is truly limited to those 
who need it

• Create secondary accounts if non-IT back 
up personnel may require access and 
review usage (last login dates is an option)

Administrative Access



Administrative Access



Segregation of Duties



• Functional responsibilities, including backup 
responsibilities, may result in access segregation of 
duties conflicts

• Security roles in applications may not be set up with 
least privilege

• Access based segregation of duties is not defined 
and monitored

• Threatens reliability of authorization and oversight

Segregation of Duties



• Review role assignments to users
• Review permissions assigned to roles
• Position transfers – retaining both job duties’ 

responsibilities
• Identify ownership of generic/shared IDs
• Create a segregation of duty monitoring 

process

Segregation of Duties



Segregation of Duties



Terminated User Access



• Terminated employee’s access is not 
revoked

• Active Directory / Novell layer
• Application layer
• Usage by terminated employee
• Usage by existing employees

Terminated Users



• Termination Action Date versus Termination 
Effective Date

• Include IT in termination process
• Define timeliness of disabling access
• Password change tracking
• Email Routing / Workflow queues
• Documenting date when account is disabled

Terminated Users



Terminated Users



Change Management



• Not the change that was needed (though 
requested)

• Management signed off, but there was 
insufficient testing

• System becomes unavailable

Change Management



• Gather requirements
• Management authorization to develop
• User acceptance testing – documentation
• Regression testing
• Automated Testing
• Management approval to promote

Change Management



Change Management



Passwords



• Compromised passwords
– Unauthorized access 
– Reliability of data
– Sensitive/protected

/confidential data 
is leaked 

Passwords



• Minimum 8-characters 
• Complex password- uppercase, lowercase, 

numbers, special characters 
• Expires every 90 days

– Minimum password age
• Password history of at least 5
• Account Lockout Threshold of 5

– Counter Reset 
– Password Lockout Duration

• Initial password reset

Passwords



Passwords



Phishing



• Spoofing email addresses 
to impersonate 
legitimate contacts

• Public reporting of 
payment registers = 
increased risk

Phishing



• Educate your organization on recognizing 
the signs
– Security Awareness Training
– Learning Modules
– Breakroom Posters
– Test Them!

Phishing



Phishing



Phishing



That’s all folks!
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Let’s Connect

@weavercpas

facebook.com/weavercpas

linkedin.com/company/weavercpas

youtube.com/weavercpas

Insights blog – weaver.com

Questions?
Elisa Gilbertson, CPA

Manager, Weaver Analytics
Elisa.Gilbertson@weaver.com

832.320.7941

Raveen Bhasin, CISM, CISA, ITIL, CSM
Manager,  IT Advisory Services
Raveen.Bhasin@weaver.com

972.448.9243
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